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Strength of DES – Key Size
Since its adoption as a federal standard, there have been lingering concerns about the level of security provided by DES in two areas: key size and the nature of the algorithm.
With a key length of 56 bits, there are 256 possible keys, which is approximately 7.2*1016 keys. Thus a brute-force attack appeared impractical. 
However DES was finally and definitively proved insecure in July 1998, when the Electronic Frontier Foundation (EFF) announced that it had broken a DES encryption using a special-purpose "DES cracker" machine that was built for less than $250,000. The attack took less than three days. The EFF has published a detailed description of the machine, enabling others to build their own cracker [EFF98].
There have been other demonstrated breaks of the DES using both large networks of computers & dedicated h/w, including: 
- 1997 on a large network of computers in a few months 
- 1998 on dedicated h/w (EFF) in a few days 
- 1999 above combined in 22hrs!
It is important to note that there is more to a key-search attack than simply running through all possible keys. Unless known plaintext is provided, the analyst must be able to recognize plaintext as plaintext.
Clearly must now consider alternatives to DES, the most important of which are AES and triple DES.

Strength of DES – Analytic Attacks
Another concern is the possibility that cryptanalysis is possible by exploiting the characteristics of the DES algorithm. The focus of concern has been on the eight substitution tables, or S-boxes, that are used in each iteration. These techniques utilise some deep structure of the cipher by gathering information about encryptions so that eventually you can recover some/all of the sub-key bits, and then exhaustively search for the rest if necessary. Generally these are statistical attacks which depend on the amount of information gathered for their likelihood of success. Attacks of this form include differential cryptanalysis. linear cryptanalysis, and related key attacks.
Strength of DES – Timing Attacks
· A timing attack is one in which information about the key or the plaintext is obtained 
· by observing how long it takes a given implementation to perform decryptions on various ciphertexts
· A timing attack exploits the fact that an encryption or decryption algorithm often takes slightly different amounts of time on different inputs
· The AES analysis process has highlighted this attack approach, and showed that it is a concern particularly with smartcard implementations,
· Though DES appears to be fairly resistant to a successful timing attack
· attacks actual implementation of cipher
· use knowledge of consequences of implementation to derive information about  some/all subkey bits
· specifically use fact that calculations can take varying times depending on the value of the inputs to it
· particularly problematic on smartcards 
Differential Cryptanalysis
· a statistical attack against Feistel ciphers 
· uses cipher structure not previously used 
· design of S-P networks has output of function f influenced by both input & key
· hence cannot trace values back through cipher without knowing value of the key 
· differential cryptanalysis compares two related pairs of encryptions
Linear Cryptanalysis
· A more recent development is linear cryptanalysis
 
· This attack is based on finding linear approximations to describe the transformations performed in DES
· This method can find a DES key given 2^43 known plaintexts, as compared to 2^47 chosen plaintexts for differential cryptanalysis
· Although this is a minor improvement, because it may be easier to acquire known plaintext rather than chosen plaintext
· It still leaves linear cryptanalysis infeasible as an attack on DES
· Again, this attack uses structure not seen before
· So far, little work has been done by other groups to validate the linear cryptanalytic approach 
· Although this is a minor improvement, because it may be easier to acquire known plaintext rather than chosen plaintext
· It still leaves linear cryptanalysis infeasible as an attack on DES
· Again, this attack uses structure not seen before
· So far, little work has been done by other groups to validate the linear cryptanalytic approach 
Block Cipher Design
· basic principles still like Feistel’s in 1970’s
· number of rounds
· more is better, exhaustive search best attack
· function f:
· provides “confusion”, is nonlinear, avalanche
· have issues of how S-boxes are selected
· key schedule
· complex subkey creation, key avalanche
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