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Classical Encryption Techniques

Aids
· Implementing polyalphabetic ciphers by hand can be very tedious
· Various aids were devised to assist the process.
· The "Saint-Cyr Slide" was popularized and named by Jean Kerckhoffs
· Who published a famous early text "La Cryptographie Militaire" (Miltary Cryptography) in 1883
· He named the slide after the French National Military Academy where the methods were taught
· He also noted that any slide can be expanded into a tableau, or bent round into a cipher disk
· The Vigenère Tableau is a complete set of forward shifted alphabet mappings
· simple aids can assist with en/decryption 
· a Saint-Cyr Slide is a simple manual aid 
· a slide with repeated alphabet 
· line up plaintext 'A' with key letter, eg 'C' 
· then read off any mapping for key letter 
· can bend round into a cipher disk 
· or expand into a Vigenère Tableau
Kasiski Method
· For some centuries the Vigenère cipher was le chiffre indéchiffrable (the unbreakable cipher)
· As a result of a challenge, it was broken by Charles Babbage (the inventor of the computer) in 1854
· but kept secret (possibly because of the Crimean War - not the first time governments have kept advances to themselves!)
· The method was independently reinvented by a Prussian, Friedrich Kasiski, who published the attack now named after him in 1863. 
· However lack of major advances meant that various polyalphabetic substitution ciphers were used into the 20C
· One very famous incident was the breaking of the Zimmermann telegram in WW1 which resulted in the USA entering the war
· If two identical sequences of plaintext letters occur at a distance that is an integer multiple of the keyword length
· They will generate identical ciphertext sequences 
· In general the approach is to find 
· a number of duplicated sequences, 
· collect all their distances apart, 
· look for common factors, 
· remembering that some will be random flukes and need to be discarded
· Now have a series of monoalphabetic ciphers, each with original language letter frequency characteristics
·  Can attack these in turn to break the cipher 
· method developed by Babbage / Kasiski 
· repetitions in ciphertext give clues to period 
· so find same plaintext an exact period apart 
· which results in the same ciphertext 
· of course, could also be random fluke
· eg repeated “VTW” in previous example
· suggests size of 3 or 9
· then attack each monoalphabetic cipher individually using same techniques as before
Vernam Cipher
· The ultimate defense against such a cryptanalysis is to choose a keyword 
· that is as long as the plaintext and has no statistical relationship to it
· Such a system was introduced by an AT&T engineer named Gilbert Vernam in 1918
· His system works on binary data (bits0 rather than letters) 
· The essence of this technique is the means of construction of the key
· Vernam proposed the use of a running loop of tape that eventually repeated the key
· so that in fact the system worked with a very long but repeating keyword
· Although such a scheme, with a long key, presents formidable cryptanalytic difficulties
· it can be broken with sufficient ciphertext, the use of known or probable plaintext sequences, or both
One-Time Pad
· One-Time Pad is an evolution of the Vernam cipher
· An Army Signal Corp officer, Joseph Mauborgne, proposed an improvement using a random key
· that was truly as long as the message, with no repetitions
· which thus totally obscures the original message
· It produces random output that bears no statistical relationship to the plaintext
· Because the ciphertext contains no information whatsoever about the plaintext
· there is simply no way to break the code
· since any plaintext can be mapped to any ciphertext given some key
Transposition Ciphers
All the techniques examined so far involve the substitution of a ciphertext symbol for a plaintext symbol. A very different kind of mapping is achieved by performing some sort of permutation on the plaintext letters. This technique is referred to as a transposition cipher, and form the second basic building block of ciphers. The core idea is to rearrange the order of basic units (letters/bytes/bits) without altering their actual values. 
Rail Fence cipher
The simplest such cipher is the rail fence technique, in which the plaintext is written down as a sequence of diagonals and then read off as a sequence of rows.
The example message is: "meet me after the toga party" with a rail fence of depth 2.
This sort of thing would be trivial to cryptanalyze.
Row Transposition Ciphers
A more complex transposition cipher is to write the message in a rectangle, row by row, and read the message off shuffling the order of the columns in each row. The order of the columns then becomes the key to the algorithm. In the example shown, the key is 4312567, that is use column 4 first, then column3, then 1 etc (as shown in the Column Out row).
A pure transposition cipher is easily recognized because it has the same letter frequencies as the original plaintext. For the type of columnar transposition just shown, cryptanalysis is fairly straightforward and involves laying out the ciphertext in a matrix and playing around with column positions. Digram and trigram frequency tables can be useful.
Product Ciphers
Have seen that ciphers based on just substitutions or transpositions are not secure, and can be attacked because they do not sufficient obscure the underlying language structure
So consider using several ciphers in succession to make harder.
A substitution followed by a transposition is known as a Product Cipher, and makes a new much more secure cipher, and forms the bridge to modern ciphers.
Rotor Machines
The next major advance in ciphers required use of mechanical cipher machines which enabled to use of complex varying substitutions.
A rotor machine consists of a set of independently rotating cylinders through which electrical pulses can flow. Each cylinder has 26 input pins and 26 output pins, with internal wiring that connects each input pin to a unique output pin. If we associate each input and output pin with a letter of the alphabet, then a single cylinder defines a monoalphabetic substitution. After each input key is depressed, the cylinder rotates one position, so that the internal connections are shifted accordingly. The power of the rotor machine is in the use of multiple cylinders, in which the output pins of one cylinder are connected to the input pins of the next, and with the cylinders rotating like an “odometer”, leading to a very large number of substitution alphabets being used, eg with 3 cylinders have 263=17576 alphabets used.
They were extensively used in world war 2, and the history of their use and analysis is one of the great stories from WW2.
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