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Classical Encryption Techniques

Monoalphabetic Cipher
· With only 25 possible keys, the Caesar cipher is far from secure
· A dramatic increase in the key space can be achieved
· By allowing an arbitrary substitution, where the translation alphabet can be any permutation of the 26 alphabetic characters
· A permutation of a finite set of elements S
· An ordered sequence of all the elements of S, with each element appearing exactly once. 
· In general, there are n! permutations of a set of n elements.
· rather than just shifting the alphabet 
· could shuffle (jumble) the letters arbitrarily 
· each plaintext letter maps to a different random ciphertext letter 
· hence key is 26 letters long 
Plain:  abcdefghijklmnopqrstuvwxyz
Cipher: DKVQFIBJWPESCXHTMYAUOLRGZN
Plaintext:  ifwewishtoreplaceletters
Ciphertext: WIRFRWAJUHYFTSDVFSFUUFYA 

Language Redundancy and Cryptanalysis
· human languages are redundant 
· eg "th lrd s m shphrd shll nt wnt" 
· letters are not equally commonly used 
· in English E is by far the most common letter 
· followed by T,R,N,I,O,A,S 
· other letters like Z,J,K,Q,X are fairly rare 
· have tables of single, double & triple letter frequencies for various languages
Playfair Cipher
· not even the large number of keys in a monoalphabetic cipher provides security 
· one approach to improving security was to encrypt multiple letters 
· the Playfair Cipher is an example 
· invented by Charles Wheatstone in 1854, but named after his friend Baron Playfair 
· a 5X5 matrix of letters based on a keyword 
· fill in letters of keyword (sans duplicates) 
· fill rest of matrix with other letters
· eg. using the keyword MONARCHY

	M
	O
	N
	A
	R

	C
	H
	Y
	B
	D

	E
	F
	G
	I/J
	K

	L
	P
	Q
	S
	T

	U
	V
	W
	X
	Z



Polyalphabetic Ciphers
· polyalphabetic substitution ciphers 
· improve security using multiple cipher alphabets 
· make cryptanalysis harder with more alphabets to guess and flatter frequency distribution 
· use a key to select which alphabet is used for each letter of the message 
· use each alphabet in turn 
· repeat from start after end of key is reached 
Vigenère Cipher
· simplest polyalphabetic substitution cipher
· effectively multiple caesar ciphers 
· key is multiple letters long K = k1 k2 ... kd 
· ith letter specifies ith alphabet to use 
· use each alphabet in turn 
· repeat from start after d letters in message
· decryption simply works in reverse 
Example of Vigenère Cipher
· write the plaintext out 
· write the keyword repeated above it
· use each key letter as a caesar cipher key 
· encrypt the corresponding plaintext letter
· eg using keyword deceptive
key:       deceptivedeceptivedeceptive
plaintext: wearediscoveredsaveyourself
ciphertext:ZICVTWQNGRZGVTWAVZHCQYGLMGJ
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