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Revision Lecture (16-30)


· have considered:
· RSA algorithm, implementation, security

· have considered:
· Diffie-Hellman key exchange
· ElGamal cryptography
· Elliptic Curve cryptography
· Pseudorandom Number Generation (PRNG) based on Asymmetric Ciphers

· have considered:
· hash functions
· uses, requirements, security
· hash functions based on block ciphers
· SHA-1, SHA-2, SHA-3

· have considered:
· message authentication requirements
· message authentication using encryption
· MACs
· HMAC authentication using a hash function
· CMAC authentication using a block cipher
· Pseudorandom Number Generation (PRNG) using Hash Functions and MACs

· have discussed:
· digital signatures
· ElGamal & Schnorr signature schemes
· digital signature algorithm and standard

· have considered:
·  remote user authentication issues
·  authentication using symmetric encryption
·  the Kerberos trusted key server system
·  authentication using asymmetric encryption
·  federated identity management


· have considered:
· IEEE 802.11 Wireless LANs
· protocol overview and security
· Wireless Application Protocol (WAP)
· protocol overview
· Wireless Transport Layer Security (WTLS)


· have considered:
· secure email
· PGP
· S/MIME
· domain-keys identified email


· have considered:
· IPSec security framework
· IPSec security policy
· [bookmark: _GoBack]ESP
· combining security associations
· internet key exchange
· cryptographic suites used


· have considered:
· problem of intrusion, behavior and techniques
· intrusion detection (statistical & rule-based)
· password management


· have considered:
· various malicious programs
· trapdoor, logic bomb, trojan horse, zombie
· viruses
· worms
· distributed denial of service attacks


· have considered:
· firewalls
· types of firewalls
· packet-filter, stateful inspection, application proxy, circuit-level
· basing
· bastion, host, personal
· location and configurations
· DMZ, VPN, distributed, topologies

· reviewed a range of topics:
· cybercrime and computer crime
· intellectual property issues

· reviewed a range of topics:
· cybercrime and computer crime
· intellectual property issues
· privacy 
· ethical issues 
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