Data Security and Encryption
(CSE348)

Handout -31
Revision Lecture (1-15)

· Outline of the course is discussed
· topic roadmap & standards organizations
· security concepts:
· confidentiality, integrity, availability
· X.800 security architecture
· security attacks, services, mechanisms
· models for network (access) security

· have considered:
· Security concepts:
· confidentiality, integrity, availability
· Security attacks, services, mechanisms
· Models for network (access) security
· Classical Encryption Techniques
· Symmetric Cipher Model


· have considered:
· classical cipher techniques and terminology
· Brute Force
· Cryptanalysis of Brute Force 
· Caesar Cipher
· Cryptanalysis of Caesar Cipher 

· have considered:
· monoalphabetic substitution ciphers
· cryptanalysis using letter frequencies
· Playfair cipher
· Cryptanalysis of Playfair Cipher 
· Polyalphabetic Ciphers
· Vigenère Cipher
· have considered:
· classical cipher techniques and terminology
· monoalphabetic substitution ciphers
· cryptanalysis using letter frequencies
· Playfair cipher
· polyalphabetic ciphers
· transposition ciphers
· product ciphers and rotor machines
· stenography

· have considered:
· block vs stream ciphers
· Feistel cipher design & structure

· Data Encryption Standard (DES)
· DES Encryption
· Initial Permutation IP
· DES Round Structure
· Substitution Boxes S
· DES Key Schedule
· DES Example
· Avalanche in DES

· have considered:
· Strengths of DES
· Differential & Linear Cryptanalysis
· block cipher design principles

· have considered:
· DES review
· the AES selection process
· the details of Rijndael – the AES cipher
· looked at the steps in each round
· Out of four AES stages, first two are discussed
· Substitute bytes
· Shift Rows

· have considered:
· the AES selection process
· the details of Rijndael – the AES cipher
· looked at the steps in each round
· Out of four AES stages, last two are discussed
· MixColumns
· AddRoundKey
· the key expansion
· implementation aspects

· have considered:
· Number Theory
· divisibility & GCD
· modular arithmetic with integers
· Euclid’s algorithm for GCD & Inverse

· have considered:
· Group
· Ring
· Field
· finite fields GF(p)
· polynomial arithmetic in general and in GF(2n) 

· Multiple Encryption & Triple-DES
· Modes of Operation 
· ECB, CBC, CFB, OFB, CTR, XTS-AES

· [bookmark: _GoBack]Pseudorandom number generation
· True random numbers 
· Stream ciphers
· RC4

· have considered:
· principles of public-key cryptography
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