Data Security and Encryption
(CSE348)

Handout -3
Classical Encryption Techniques

Brute Force Search
· Brute-force attack involves trying every possible key until an intelligible translation of the ciphertext into plaintext is obtained
· On average, half of all possible keys must be tried to achieve success
· Different time is required to conduct a brute-force attack, for various common key sizes
· Data Encryption Standard(DES) is 56
· Advanced Encryption Standard (AES) is 128
· Triple-DES is 168  
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Classical Substitution Ciphers
· where letters of plaintext are replaced by other letters or by numbers or symbols
· or if plaintext is viewed as a sequence of bits, then substitution involves replacing plaintext bit patterns with ciphertext bit patterns
Caesar Cipher
· First attested use in military affairs of one was by Julius Caesar
· Still call any cipher using a simple letter shift a caesar cipher, not just those with shift 3. 
· earliest known substitution cipher
· replaces each letter by 3rd letter on
· example:
meet me after the toga party
PHHW PH DIWHU WKH WRJD SDUWB
Cryptanalysis of Caesar Cipher
· With a caesar cipher, there are only 26 possible keys
· of which only 25 are of any use, since mapping A to A etc doesn't really obscure the message
· Note this basic rule of cryptanalysis "check to ensure the cipher operator hasn't goofed and sent a plaintext message by mistake"! 
· Can try each of the keys (shifts) in turn, until can recognise the original message. 
· Do need to be able to recognise when have an original message (ie is it English or whatever)
· Usually easy for humans, hard for computers
· Though if using say compressed data could be much harder.
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