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Intruders

· problem of intrusion, behavior and techniques
· intrusion detection (statistical & rule-based)
· password management
Intruders
A significant security problem for networked systems is hostile, or at least unwanted, trespass being unauthorized login or use of a system, by local or remote users; or by software such as a virus, worm, or Trojan horse. 
One of the two most publicized threats to security is the intruder (or hacker or cracker), which Anderson identified three classes of:
• Masquerader: An individual who is not authorized to use the computer (outsider)
• Misfeasor: A legitimate user who accesses unauthorized data, programs, or resources (insider)
• Clandestine user: An individual who seizes supervisory control of the system and uses this control to evade auditing and access controls or to suppress audit collection (either)
Intruder attacks range from the benign (simply exploring net to see what is there); to the serious (who attempt to read privileged data, perform unauthorized modifications, or disrupt system).

[GRAN04] lists the following examples of intrusion:
• Performing a remote root compromise of an e-mail server
• Defacing a Web server
• Guessing and cracking passwords
• Copying a database containing credit card numbers
• Viewing sensitive data, including payroll records and medical information, without authorization
• Running a packet sniffer on a workstation to capture usernames and passwords
• Using a permission error on an anonymous FTP server to distribute pirated software and music files
• Dialing into an unsecured modem and gaining internal network access
• Posing as an executive, calling the help desk, resetting the executive’s e-mail password, and learning the new password
• Using an unattended, logged-in workstation without permission

Hackers
Traditionally, those who hack into computers do so for the thrill of it or for status. The hacking community is a strong meritocracy in which status is determined by level of competence. Thus, attackers often look for targets of opportunity, and then share the information with others. Benign intruders might be tolerable, although they do consume resources and may slow performance for legitimate users. However, there is no way in advance to know whether an intruder will be benign or malign. Consequently, even for systems with no particularly sensitive resources, there is a motivation to control this problem.
Intrusion detection systems (IDSs) and intrusion prevention systems (IPSs) are designed to counter this type of hacker threat. In addition to using such systems, organizations can consider restricting remote logons to specific IP addresses and/or use virtual private network technology.
One of the results of the growing awareness of the intruder problem has been the establishment of a number of computer emergency response teams (CERTs). These cooperative ventures collect information about system vulnerabilities and disseminate it to systems managers. Unfortunately, hackers can also gain access to CERT reports. Thus, it is important for system administrators to quickly insert all software patches to discovered vulnerabilities.
Hacker Behavior Example
1. select target using IP lookup tools 
2. map network for accessible services 
3. identify potentially vulnerable services 
4. brute force (guess) passwords
5. install remote administration tool 
6. wait for admin to log on and capture password
7. use password to access remainder of network
Criminal Enterprise Behavior
1. Act quickly and precisely to make their activities harder to detect
2. Exploit perimeter via vulnerable ports
3. Use trojan horses (hidden software) to leave back doors for re-entry
4. Use sniffers to capture passwords
5. Do not stick around until noticed
6. Make few or no mistakes 

Intrusion Techniques
· Aim to gain access and/or increase privileges on a system
· Often use system / software vulnerabilities
· Key goal often is to acquire passwords
· so then exercise access rights of owner
· Basic attack methodology 
· target acquisition and information gathering 
· initial access 
· privilege escalation 
· covering tracks 

Approaches to Intrusion Detection
· statistical anomaly detection
· attempts to define normal/expected behavior
· threshold
· profile based
· rule-based detection
· attempts to define proper behavior
· anomaly
· penetration identification
· Honeypots are decoy systems, designed to lure a potential attacker away from critical systems, and:
· • divert an attacker from accessing critical systems
· • collect information about the attacker’s activity
· • encourage the attacker to stay on the system long enough for administrators to respond 
· These systems are filled with fabricated information designed to appear valuable but which any legitimate user of the system wouldn’t access, thus, any access is suspect.
· They are instrumented with sensitive monitors and event loggers that detect these accesses and collect information about the attacker’s activities.
· Have seen evolution from single host honeypots to honeynets of multiple dispersed systems.
· The IETF Intrusion Detection Working Group is currently drafting standards to support interoperability of IDS info (both honeypot and normal IDS) over a wide range of systems & O/S’s.
Password Management
The front line of defense against intruders is the password system, where a user provides a name/login identifier (ID) and a password. The password serves to authenticate the ID of the individual logging on to the system. Passwords are usually stored encrypted rather than in the clear (which would make them more vulnerable to theft). Unix systems traditionally used a multiple DES variant with salt as a one-way hash function (see text). More recent O/S’s use a cryptographic hash function (eg. MD5). The file containing these passwords hashes needs access control protections to make guessing attacks harder.
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