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Handout -11
Number Theory and Finite Fields

· Number Theory
· divisibility & GCD
· modular arithmetic with integers
· Euclid’s algorithm for GCD & Inverse
· Finite fields have become increasingly important in cryptography
· A number of cryptographic algorithms rely heavily on properties of finite fields
· Notably the Advanced Encryption Standard (AES) and elliptic curve cryptography

Divisors
· say a non-zero number b divides a if for some m have a=mb (a,b,m all integers) 
· that is b divides into a with no remainder 
· denote this b|a 
· and say that b is a divisor of a 
· eg. all of 1,2,3,4,6,8,12,24 divide9 24 
· eg. 13 | 182; –5 | 30; 17 | 289; –3 | 33; 17 | 0 

Properties of Divisibility
· If a|1, then a = ±1.
·  If a|b and b|a, then a = ±b.
·  Any b /= 0 divides 0. 
· If a | b and b | c, then a | c 
· e.g. 11 | 66 and 66 | 198 x 11 | 198
· If b|g and b|h, then b|(mg + nh)
for arbitrary integers m and n
	e.g. b = 7; g = 14; h = 63; m = 3; n = 2
	hence 7|14 and 7|63
· If b|g and b|h, then b|(mg + nh)
for arbitrary integers m and n
	e.g. b = 7; g = 14; h = 63; m = 3; n = 2
	hence 7|14 and 7|63
	
        then b|(mg + nh)
	7/(3*14+2*63)
Greatest Common Divisor (GCD)
One of the basic techniques of number theory is the Euclidean algorithm, which is a simple procedure for determining the greatest common divisor of two positive integers. Use the notation gcd(a,b) to mean the greatest common divisor of a and b. The positive integer c is said to be the greatest common divisor of a and b if c is a divisor of a and of b; and any divisor of a and b is a divisor of c. We also define gcd(0, 0) = 0. 
State that two integers a and b are relatively prime if their only common positive integer factor is 1, ie GCD(a,b)=1.

Modular Arithmetic
Given any positive integer n and any nonnegative integer a, if we divide a by n, we get an integer quotient q and an integer remainder r. In modular arithmetic we are only interested in the remainder (or residue) after division by some modulus, and results with the same remainder are regarded as equivalent. Two integers a and b are said to be congruent modulo n, if (a mod n) =(b mod n). 

[bookmark: _GoBack]Modular Arithmetic Operations
The (mod n) operator maps all integers into the set of integers {0, 1, . . . (n – 1)}, denoted Zn. This is referred to as the set of residues, or residue classes (mod n). We can perform arithmetic operations within the confines of this set, and this technique is known as modular arithmetic. Finding the smallest nonnegative integer to which k is congruent modulo n is called reducing k modulo n.  Then note some important properties of modular arithmetic which mean you can modulo reduce at any point and obtain an equivalent answer.
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