Network Security
Lecture 7
Summary of the previous lecture
We learnt about different types of DoS attacks. We have seen how ICMP can be a victim of DoS attack. Some examples of ping to death and SYNC flood attacks were discussed in detail
Security in Wireless Network
Due to its nature, wireless Networks are more prone to security threats and vulnerabilities. Since, the medium is air (radio waves), it cannot be physically protected. 
Wireless LANs: 802.11 Components, 802.11 modes
Service Set Identifiers
The Service Set Identifier (SSID) is the name of the wireless network. A wireless router or access point broadcasts the SSID by default so that wireless devices can detect the wireless network. To disable SSID broadcasting, use the following path, as shown in the figure:
Wireless > Basic Wireless Settings > select Disabled for SSID Broadcast > Save Settings > Continue
Disabling the SSID broadcast provides very little security. If the SSID broadcast is disabled, each computer user that wants to connect to the wireless network must enter the SSID manually. When a computer is searching for a wireless network, it will broadcast the SSID. 
Infrastructure mode
Ad-hoc mode
Joining a BSS
Wireless Ethernet Standards
Components and Operations of Basic Wireless LAN Topologies. Components of a 802.11-based wireless infrastructure. The Components and Operations of Basic Wireless LAN Topologies.  
How wireless networks operate 
The Components and Operations of Basic Wireless LAN Security. The threats to wireless LAN security. Explain the Components and Operations of Basic Wireless LAN Security. The Components and Operations of Basic Wireless LAN Security 
Security in a WLAN in 5 ways
1. Disabling the SSID
2. MAC address filtration
3. Limiting the number of IPs
4. Enabling the Security mode
 Wireless Security mode
Wired Equivalent Privacy (WEP) –  The first generation security standard for wireless. Attackers quickly discovered that WEP encryption was easy to break. Wi-Fi Protected Access (WPA) An improved version of WEP, uses much stronger encryption. Wi-Fi Protected Access 2 (WPA2) WPA2 supports robust encryption, providing government-grade security.
5. Internet Access 
    Policy, Wireless Access, More ways to secure a WLAN, Wireless Antennae
· Avoid transmitting signals outside of the network area by installing an antenna with a pattern that serves your network users.
Network Device Access
· On first connection to the network device, change the default username and password. 
Wi-Fi Protected Setup (WPS)
· The user connects to the wireless router using the factory-set PIN that is either printed on a sticker or shown on a display.
· Software has been developed that can intercept traffic and recover the WPS PIN and the pre-shared encryption key. Disable WPS on the wireless router if possible.
Summary of today’s lecture
In today’s lecture, we discussed how DDoS can be harmful to a network and what countermeasures such as IDS can be used to stop DDoS attacks. We have seen that the nature of wireless network makes it vulnerable to security attacks. We also discusses different ways that can be used to make a WLAN secure. 
Next lecture topics
[bookmark: _GoBack]We will continue our discussion on WLAN. Wardriving, which is the act of searching for Wi-Fi wireless networks by a person in a moving vehicle, using a portable computer, smartphone, will also be discussed. Discussion on different security attacks on WLAN. The End.
