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Part 3: Internet Security 
Summary of the Previous Lecture
We talked about what Internet security is and how to ensure security while browsing through the Internet. We also looked at what spyware are and how do they look like. We discussed few methods that can be used to avoid spywares. Lastly, we explored some examples of Phishing on the Internet
 Email Security
· email is one of the most widely used and regarded network services 
· currently message contents are not secure 
· may be inspected either in transit 
· or by suitably privileged users on destination system
Email Security Enhancements
With the explosively growing reliance on electronic mail for every conceivable purpose, there grows a demand for authentication and confidentiality services. What we want is something more akin to standard mail (contents protected inside an envelope) if not registered mail (have confidence about the sender of the mail and its contents). That is, the “classic” security services listed are desired.
· confidentiality
· protection from disclosure
· authentication
· of sender of message
· message integrity
· protection from modification 
· non-repudiation of origin
· protection from denial by sender
Pretty Good Privacy (PGP)
Pretty Good Privacy (PGP) is a data encryption and decryption computer program that provides cryptographic privacy and authentication for data communication. PGP is a remarkable phenomenon. Largely the effort of a single person, Phil Zimmermann, PGP provides a confidentiality and authentication service that can be used for electronic mail and file storage applications. In essence, Zimmermann has done the following:
1. Selected the best available cryptographic algorithms as building blocks.
 2. Integrated these algorithms into a general-purpose application that is independent of operating system and processor and that is based on a small set of easy-to-use commands.
3. Made the package and its documentation, including the source code, freely available via the Internet, bulletin boards, and commercial networks such as AOL (America On Line).
 4. Entered into an agreement with a company (Viacrypt, now Network Associates) to provide a fully compatible, low-cost commercial version of PGP.
Why is PGP famous
1. It is available free worldwide in versions that run on a variety of platforms, including Windows, UNIX, Macintosh, and many more. 
 2. It is based on algorithms that have survived extensive public review and are considered extremely secure. Specifically, the package includes RSA, DSS, and Diffie-Hellman for public-key encryption; CAST-128, IDEA, and 3DES for symmetric encryption; and SHA-1 for hash coding.
 3. It has a wide range of applicability, from corporations that wish to select and enforce a standardized scheme for encrypting files and messages to individuals who wish to communicate securely with others worldwide over the Internet and other networks.
 4. It was not developed by, nor is it controlled by, any governmental or standards organization. For those with an instinctive distrust of “the establishment,” this makes PGP attractive.
 5. PGP is now on an Internet standards track (RFC 3156; MIME Security with OpenPGP). Nevertheless, PGP still has an aura of an antiestablishment endeavor.
PGP Notations
Most of the notation used in this chapter has been used before, but a few terms are new. It is perhaps best to summarize those at the beginning. The following symbols are used.
PGP Operation – Authentication
1. sender creates message
2. make SHA-1160-bit hash of message 
3. attached RSA signed hash to message
4. receiver decrypts & recovers hash code
5. receiver verifies received message hash
PGP Operation – Confidentiality
1. sender forms 128-bit random session key
2. encrypts message with session key
3. attaches session key encrypted with RSA
4. receiver decrypts & recovers session key
5. session key is used to decrypt message

Can use both services on same message, create signature & attach to message, encrypt both message & signature, attach RSA/ElGamal encrypted session key, PGP Operation – Compression, by default PGP compresses message after signing but before encrypting. So can store uncompressed message & signature for later verification & because compression is non deterministic uses ZIP compression algorithm. 
PGP Operation – Email Compatibility
When using PGP will have binary data to send (encrypted message etc), however email was designed only for text, hence, PGP must encode raw binary data into printable ASCII characters, uses radix-64 algorithm, maps 3 bytes to 4 printable chars, also appends a CRC, PGP also segments messages if too big
PGP Session Keys
Need a session key for each message of varying sizes: 56-bit DES, 128-bit CAST or IDEA, 168-bit Triple-DES generated using ANSI X12.17 mode uses random inputs taken from previous uses and from keystroke timing of user.
PGP Public & Private Keys
Since many public/private keys may be in use, need to identify which is actually used to encrypt session key in a message. Could send full public-key with every message but this is inefficient, rather use a key identifier based on key. It is least significant 64-bits of the key, will very likely be unique, also use key ID in signatures
PGP Key Rings
· each PGP user has a pair of keyrings:
· public-key ring contains all the public-keys of other PGP users known to this user, indexed by key ID
· private-key ring contains the public/private key pair(s) for this user, indexed by key ID & encrypted keyed from a hashed passphrase
· security of private keys thus depends on the pass-phrase security
PGP Key Management
Rather than relying on certificate authorities, in PGP every user is own CA, can sign keys for users they know directly, forms a “web of trust”, trust keys have signed, can trust keys others have signed if have a chain of signatures to them, key ring includes trust indicators, users can also revoke their keys.
S/MIME (Secure/Multipurpose Internet Mail Extensions)
Security enhancement to MIME email, original Internet RFC822 email was text only, MIME provided support for varying content types and multi-part messages, with encoding of binary data to textual form, S/MIME added security enhancements, have S/MIME support in many mail agents, eg MS Outlook, Mozilla, Mac Mail etc.
Certificate Authorities
Have several well-known CA’s, Verisign one of most widely used, Verisign issues several types of Digital IDs, increasing levels of checks & hence trust
Class	Identity Checks	Usage
1			name/email check	web browsing/email
2			+ enroll/addr check	email, subs, s/w validate
3			+ ID documents	e-banking/service access
S/MIME Enhanced Security Services
As of this writing, three enhanced security services have been proposed in an Internet draft, and may change or be extended. The three services are:  
•Signed receipts: may be requested in a SignedData object to provide proof of delivery to the originator of a message and allows the originator to demonstrate to a third party that the recipient received the message.
Security labels: may be included in the authenticated attributes of a SignedData object, and is a set of security information regarding the sensitivity of the content that is protected by S/MIME encapsulation. They may be used for access control, indicating which users are permitted access to an object
Secure mailing lists: When a user sends a message to multiple recipients, a certain amount of per-recipient processing is required, including the use of each recipient's public key. The user can be relieved of this work by employing the services of an S/MIME Mail List Agent (MLA). An MLA can take a single incoming message, perform recipient-specific encryption for each recipient, and forward the message. The originator of a message need only send the message to the MLA, with encryption performed using the MLA's public key. 
Summary
In today’s lecture, we discussed why emails need to be secured and how does PGP offer confidentiality, authentication and privacy of our emails. We discuss the operation of PGP in detail. 
Next lecture topics
[bookmark: _GoBack]Our discussion on more interesting topics on Internet security will continue. We will talk about Tools and techniques to protect data during the 	transmission over the Internet
The End

