Network Security
Lecture 2
Summary of the previous lecture
We discussed the security problem, i.e., when resources are used and accessed as intended under all circumstances.
To understand and distinguish the tradeoffs between the security and the ease of use.
A case study 
Read the following incident and try to find which security breach/breaches occurred, and what can go wrong.
"The U.S The Department of Energy (DOE) has confirmed a recent cyber incident that occurred at the end of July 2013 and resulted in the unauthorized disclosure of federal employee Personally Identifiable Information (PII). It is believed about 14,000 past and current DOE employees PII may have been affected,
The incident included the compromise of 14 servers and 20 workstations. The data that was exposed includes names, date of births, blood types, Social Security Numbers, other government-issued identification numbers, and contact information. 
At the time, officials blamed Chinese hackers, but two weeks later a group calling itself Parastoo (a common girls name in Farsi) claimed they were behind the breach, posting data that was hacked from a DOE webserver.
[http://www.csoonline.com/article/738230/u.s.-dept.-of-energy-reports-second-security-breach]
			
Another case study 
Read the following incident and try to find which security breach/breaches occurred, and what can go wrong.
"In early February, a hotel franchise management company that manages 168 hotels in 21 states suffered a data breach that exposed hundreds of guests’ debit and credit cards information in 2013. 
White Lodging Services Corporation maintains hotel franchises for some of the top names in lodging such as Hilton, Marriott, Westin and Sheraton. Sources reported that the data breach centered mainly around the gift shops and restaurants within these hotels managed by White Lodging, not necessarily the front desk computers where guests pay for their rooms”.
[http://www.forbes.com/sites/moneybuilder/2015/01/13/the-big-data-breaches-of-2014/]
		
Finding about the case studies
There are hundreds and hundreds of security breaches accruing around us. All companies, organizations and individual needs to be vigilant. Security must be deployed at multiple levels 
Security needs and objectives
Authentication (who is the person, server, software etc.)
Authorization (what is that person allowed to do)
Privacy (controlling one’s personal information)
Anonymity (remaining unidentified to others)
Non-repudiation (user can’t deny having taken an action)
Audit (having traces of actions in separate systems/places)
Safety vs. security
Safety is about protecting from accidental risks, road safety, air travel safety
Security is about mitigating risks of dangers, caused by intentional, malicious actions, homeland security, airport and aircraft security, information and computer security, Easier to protect against accidental than malicious misuse
The Hackers
Hacker
A person who breaks in to the system and destruct data or steal sensitive information.	
Cracker/Intruder/Attacker
Intruders (crackers) attempt to breach security, Intention is not destruction 
Threat, Vulnerability and Attack
Threat / Vulnerability: 
What can go wrong: A weakness in the system which allows an attacker to reduce it usage.
Attack
When something really happen and the computer system has been compromised.
Hackers and Attackers are Evil-genius. Hackers and attackers are not ordinary people. They are expert level programmers. They know most of the systems’ working and functionality. They don’t create risks or vulnerability, they simply exploit it. 
Why security is difficult to achieve?
A system is as secure as its weakest element like in a chain. Defender needs to protect against all possible attacks (currently known, and those yet to be discovered) Attacker chooses the time, place, method, Security in computer systems – even harder: because there is great complexity, dependency on the Operating System, , File System, network, physical access etc.
Software/system security is difficult to measure , for example, function a() is 30% more secure than function b() ? This can not be determined as there are no security metrics
How to test security? There are deadline pressure, clients don’t demand security… and can’t sue a vendor . 
Threat Modeling and Risk Assessment 
Threat modeling: what threats will the system face? what could go wrong? how could the system be attacked and by whom?
Risk assessment: how much to worry about them? calculate or estimate potential loss and its likelihood , risk management – reduce both probability and consequences of a security breach
Threat Modeling and Risk Assessment: Secure against what and from whom?
who will be using the application? what does the user (and the admin) care about? where will the application run? (on a local system as Administrator/root? An intranet application? As a web service available to the public? On a mobile phone?) what are you trying to protect and against whom?
Steps to take
Evaluate threats, risks and consequences, Address the threats and mitigate the risks, How much security? Total security is unachievable
A trade-off: more security often means higher cost, less convenience / productivity / functionality. Security measures should be as invisible as possible: This means that it should not irritate users or slow down the software (too much). example: forcing a password change everyday. Users will find a workaround, or just stop using it. It is better to choose security level relevant to your needs

Testing Security 
Penetration Testing:
Penetration test is a proactive and authorized attempt to evaluate the security of an IT infrastructure by safely attempting to exploit system vulnerabilities, including OS, service and application flaws, improper configurations, and even risky end-user behavior. Such assessments are also useful in validating the efficacy of defensive mechanisms, as well as end-users’ adherence to security policies. – 
See more at: http://www.coresecurity.com/penetration-testing-overview#sthash.B23EFh9Z.dpuf
Summary of today’s lecture
Today we discussed about who the hackers are and what is their motivation. We also discussed the differences between vulnerability and attack. We continued our discussion on Threat modelling and Risk Assessment. We have seen that there are security tradeoffs. Too much security can be inconvenient. And lastly, we discussed about different security testing tools that can be used for penetration testing. 
Next lecture topics
We will discuss, the difference between Protection and Security. How protection, detection and reaction can make our networks and systems more secure. 
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