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Lecture 10
Summary of the previous lecture
We talked about how device security, traffic security and barrier security can help us achieving mobile device security strategy. We also discussed, the RSN and IEEE802.11i standard to ensure more security in our WLAN. 5 phases operation in 11i was also part pf previous lecture discussion. And lastly, we discussed the Model for Network Security.
Part 2 (b) :Cryptography as a Network Security Tool
Cryptography: The art of secret writing 
Cryptography: Cryptography is the art and science of secrecy. Hiding one’s secrets has always been human’s desire. Historically, cryptography has been associated with military but now its everywhere.
Cryptography
Three interrelated terms: Cryptology, Cryptography, Cryptanalysis
What is cryptology?
Cryptology – science of hiding
Cryptography, Cryptanalysis – hide meaning of a message
Steganography, Steganalysis – hide existence of a message
Cryptography – secret writing
Cryptanalysis – analyzing (breaking) secrets
	Cryptanalysis is what attacker does
	Decipher or Decryption is what legitimate receiver does
Terminology & Characters
Alice
Bob
Eve
Trent
………
Plaintext/message
Ciphertext
Terminology
Key
Single/secret/symmetric key
Two/public/asymmetric key
Encryption/encipherment

The conversion of data into ciphertext, that cannot be easily understood by unauthorized people.
Decryption/decipherment. The process of converting encrypted data back into its original form so that it can be understood. Modern cryptography is based on: Mathematics, Computer science, Cleverness and creativity. 
Four types of cryptanalysis: Depending on what a cryptanalyst has to work with, attacks can be classified into: 
1- ciphertext only attack: the only data available is a target ciphertext
2- known plaintext attack: a target ciphertext and pairs of other ciphertext and plaintext (say, previously broken or guessing)
3- chosen plaintext attack: a target ciphertext that can feed encryption algorithm with plaintexts and obtain the matching ciphertexts 
4- chosen ciphertext attack (most severe): a target ciphertext that can feed decryption algorithm with ciphertexts and obtain the matching plaintexts
Goals of the Adversary
Get the key (ideally), Get the message, Get part of the message/some information about the message.
Model for Network Security
This general security model shows that there are four basic tasks in designing a particular security service:
1. Design an algorithm for performing the security-related transformation. The algorithm should be such that an opponent cannot defeat its purpose.
2. Generate the secret information to be used with the algorithm.
3. Develop methods for the distribution and sharing of the secret information.
4. Specify a protocol to be used by the two principals that makes use of the security algorithm and the secret information to achieve a particular security service.
Network Access Security Model
Programs can present two kinds of threats 
1. Information access threats: Intercept or modify data on behalf of users who should not have access to that data.
2. Service threats: Exploit service flaws in computers to inhibit use by legitimate users.
Network Access Security Model
Cryptographic systems are characterized along three independent dimensions:
The type of operations used for transforming plaintext to ciphertext. The number of keys used. The way in which the plaintext is processed. 
Three- dimensions of cryptography 
1- The type of operations used for transforming plaintext to ciphertext. 
All encryption algorithms are based on two general principles: substitution, in which each element in the plaintext (bit, letter, group of bits or letters) is mapped into another element, and transposition, in which elements in the plaintext are rearranged. The fundamental requirement is that no information be lost (i.e., that all operations are reversible). Most systems, referred to as product systems, involve multiple stages of substitutions and transpositions.
2- The number of keys used. 
If both sender and receiver use the same key, the system is referred to as symmetric, single-key, secret-key, or conventional encryption. If the sender and receiver use different keys, the system is referred to as asymmetric, two-key, or public-key encryption.
3- The way in which the plaintext is processed. 
A block cipher processes the input one block of elements at a time, producing an output block for each input block. A stream cipher processes the input elements continuously, producing output one element at a time, as it goes along.
Unconditional Security Vs  Computational Security 
Unconditional Security: The cipher cannot be broken no matter how much computer power or time is available. The only example is OTP (one time passwords)
Computational Security 
The cipher cannot be broken given limited computing resources. The examples are DES, AES, RC4, etc.
Kerckhoff’s Principle
Adversary always knows the method. In modern cryptography, the assumptions are Algorithm is public (known to Eve). Key is secret
Secret Vs Public Algorithm
Benefits of having algorithm secret. Two levels of secrecy. Peer review, evaluation and cryptanalysis. 
Cryptanalysis and Brute-Force Attack
Typically, the objective of attacking an encryption system is to recover the key in use rather than simply to recover the plaintext of a single ciphertext. There are two general approaches to attacking a conventional encryption scheme:
Cryptanalysis
Cryptanalytic attacks rely on the nature of the algorithm plusperhaps some knowledge of the general characteristics of the plaintext oreven some sample plaintext–ciphertext pairs. 
This type of attack exploits the characteristics of the algorithm to attempt to deduce a specific plaintext or to deduce the key being used.
Brute-force attack
The attacker tries every possible key on a piece of ciphertext until an intelligible translation into plaintext is obtained. On average, half of all  possible keys must be tried to achieve success. Try every possible combination until you find the result
Symmetric Key Cryptography
Symmetric key: Encryption and Decryption keys are the same, or Decryption key can be easily calculated from encryption key. Examples: Classical ciphers, DES, AES, 
Mathematically, we represent encryption process by
C = EK(P) or C = E(K,P)
and decryption process by
P = DK(C) or P = D(K,C)
where 
P: Plaintext, C: Ciphertext, K:Symmetric key, E: Encryption algorithm, D: Decryption algorithm
Summary of today’s lecture
We discussed the basic concept of cryptography, Some terminologies such as plain text, ciphertext and key were also discussed. We have seen how keys can be used to encrypt and decrypt the message.
Next lecture topics
Our discussion on cryptography. Classical ciphers with some examples will be discussed. We will also discuss symmetric and asymmetric cryptography 
The End

